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1. An Overview  
 
The digitalization of individuals, organizations, 
and societies is fueled by information technologies 
(IT) such as smartphones, social media, cloud-based 
systems, and artificial intelligence. The adoption and 
use of these IT artifacts have reshaped humans’ 
perceptions, actions, and environments; and have 
been associated with a myriad of benefits for 
individuals, organizations, and societies (e.g., 
connectivity, enhanced decision-making, increased 
productivity and economic growth). Despite the 
conspicuous benefits, IT use has also unveiled a 
“dark side” at the individual, organizational, and 
societal levels [3, 4]. While the benefits of IT use 
have received much academic attention, the literature 
on the dark side of IT use is in its early stages and in 
need of further research. For the past three years, this 
mini-track has been a main driver in the growth of 
research literature on the dark side of IT by providing 
a forum for studies focusing on this important 
domain. 
 
2. This Year’s Mini-Track  
 
In pursuance of this legacy, this year’s mini-track 
comprises eight carefully selected and insightful 
papers that shed light on different aspects of the dark 
side of IT, and set the stage for theoretically- and 
practically- valuable research in the future. From the 
eight selected papers, two papers investigate fake 
news on social media. In the first paper, entitled 
“Approaching Fake News at the Expense of Truth: A 
Psychophysiological Study of News on Social 
Media”, Kirkwood and Minas examine users’ 
emotional reactions to fake versus true news on 
social media, and their approach and avoidance 
responses to it. They provide psychophysiological 
evidence of how individuals respond to true and false 
news in terms of heart rate variability and skin 
conductance, when they believe or disbelieve the 
news. They further show that time spent on social 
media is significantly associated with an increase in 
approach behavior toward fake news. In the second 
paper, entitled “The Power of Related Articles – 
Improving Fake News Detection on Social Media 
Platforms”, Gimpel and colleagues investigate the 
impact of digital nudging, in form of viewing related 
articles, on perceptual processes in order to improve 
users' detection of fake news. Through an online 
experiment simulating the Facebook Newsfeed, they 
find that the presence of controversial but related 
articles has a positive influence on the detection of 
fake news. Findings in these papers make theoretical 
contributions to the dark side of IT and are practically 
relevant, given that fifty-five percent of adults in 
America obtain their news from social media sites 
[1], which have become a breeding ground for fake 
news [2].  
Another set of three papers focuses on the 
creators, measurement, and mitigators of stress 
associated with using IT –– i.e., “technostress”. In the 
first paper, entitled “An Investigation of IT Users’ 
Emotional Responses to Technostress Creators”, 
Sarabadani and colleagues seek to identify different 
emotional responses induced by technostress 
creators. They show that techno-overload and techno-
complexity are important predictors of negative 
emotions, while techno-uncertainty is positively 
associated with positive emotions. The authors also 
identify ripe areas for future research on other 
technostress creators, such as techno-invasion and 
techno-insecurity, whose influence on users’ 
emotions are less clear and in need of further 
research. In the second paper, entitled 
“Techno(Stress) and Techno(Distress): Validation of 
a Specific TechnoStressors Index (TSI) Among 
Quebec Lawyers”, Cadieux and colleagues argue that 
Current measures of technostress do not consider all 
the possible sources of the stress generated by 
technology. In response, they develop a 25-item scale 
of technostress–– TechnoStressors-Index (TSI), 
which they validate in the context of lawyers’ 
experience of technostress and the resulted 
psychological distress at work.  In the third paper, 
entitled “How to Enforce Presenteeism with ICT 
while Mitigating Technostress – A Case Study”, 







Luoma and colleagues conduct a case study of bank 
employees to examine enforced presenteeism, a 
source of technostress in which individuals are 
involuntarily exposed to stimuli stemming from 
electronic connectivity systems. Their analyses of 
employees’ technostress pre/post implementation of 
an IT show employees’ expectations of higher work 
load, privacy invasion, and information overload 
prior to the implementation increased their 
technostress, while leveraging the system’s 
affordances to empower employees and give them 
increased control and transparency over their work 
after the implementation reduced their technostress. 
Findings of these papers have important implications 
for research and practice on the dark side of IT given 
the pervasive and ubiquitous presence of IT and the 
technostress associated with it. 
Another two papers in this year’s mini-track focus 
on the issue of IT addiction, which has become a 
prevalent phenomenon. In the paper entitled 
“Understanding the relationship between smartphone 
addiction and well-being: the mediation of 
mindfulness and moderation of hedonic Apps”, 
Moqbel proposes a theoretical model explaining the 
process by which so-called addiction to smartphone 
use can negatively affect users’ well-being. The 
author elaborates on the roles of mindfulness and 
technostress, as mediators, and hedonic use of 
smartphone, as a moderator, in linking smartphone 
addiction to well-being. With a similar focus, in the 
paper entitled “Smartphone Addictions: A Review of 
Themes, Theories and Future Research Directions”, 
Boateng and colleagues offer a much-needed 
systematic review of the growing literature on so-
called addiction to smartphones to identify the gaps 
for future research in this area. They demonstrate 
several perspectives that the literature offers on 
smartphone addiction, while at the same time call for 
studies addressing the urge and craving phenomena 
from a design principle perspective to mitigate 
smartphone addiction. The authors also make an 
insightful note that smartphones are devices that 
enable users to access and develop addiction-like 
dependence to applications, such as video games, 
social media, and emails, and hence suggest that 
future research focus on the nature of activities and 
applications on these devices in investigating the IT 
addiction phenomena.  
Lastly, the paper entitled “Understanding Digital 
Events: process philosophy and causal autonomy”, 
provides an ontological view into the dark side of 
digital technology. In this paper, Kreps and 
colleagues argue that the ubiquitous digital 
technology presents a threat to our ability to exercise 
free will. Drawing on a thematic analysis of diary 
studies and interviews exploring the nature of digital 
experience, they conclude that without mindfulness 
in the use and design of digital devices and services 
we run the risk of allowing digital technology to 
direct our daily lives in ways over which we are 
increasingly losing control. This is in line with recent 
works that empirically point to loss of control in 
relation to hedonic IT [3, 5, 6]. 
 
3. Concluding Remarks  
 
Affiliated with a special issue on the “Dark Sides 
of Digitalization” in the International Journal of 
Electronic Commerce [7], this year’s mini-track 
sheds light on the notion that while we do not expect 
IT to stop infiltrating different aspects of our daily 
lives, we need to be mindful and abreast of the dark 
sides that IT use can bring to different walks of life, 
despite its undebatable benefits. Therefore, as 
enjoined by several of the papers in this mini-track, it 
is up to us to make room for mindfulness and practice 
of ethical principles in both the design and the use of 
IT artifacts.  
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